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Abstract

This research aims to compare the performance of four password strength analysis tools: UIC
Password Strength Test, Password Monster, Password Warden, and Password Health Checker. The
evaluation criteria include assessment accuracy, weak password detection capability, and consistency of
assessment results. The experiment utilized 100 password datasets per category from 5 different patterns:
(1) numbers only, (2) letters only, (3) numbers and letters, (4) numbers, letters, and uppercase letters, and
(5) a combination of numbers, letters, uppercase letters, and special characters. Each pattern was tested
with lengths of 8, 10, and 12 characters. The results show that Password Health Checker achieved the
highest accuracy (0.93) in evaluating highly complex passwords, particularly those with diverse character
combinations. Password Monster demonstrated good capability in detecting weak passwords (0.89
accuracy). Password Warden provided balanced and consistent evaluations across all password
complexity levels (standard deviation of 0.82), while the UIC Password Strength Test showed inconsistent
assessment results with the highest variance (2.69). The findings can be applied to select appropriate
password strength analysis tools for specific requirements. Password Health Checker is suitable for high-
security systems, Password Monster is appropriate for preliminary password screening, and Password
Warden is ideal for general use requiring balanced assessment. However, the study's limitations include

the number of tools and password patterns tested, which may not cover all currently available options.

Keywords: Password analysis, Cybersecurity, Password evaluation tools, Tool performance,

Secure password creation
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